Case Management

The Case Management/Electronic Case Files (CM/ECF) system
uses Internet technology to give the U.S. federal judiciary a new
mechanism for information handling. Attorneys can file pleadings
from their offices via a Web browser; judges, court staff, and
attorneys have immediate access to new and historical documents;
and case data and documents are managed effectively.

CM/ECEF is currently used in four district and five bankruptcy
courts around the country. Since its inception, CM/ECF has handled
over 40,000 cases and 400,000 documents and docket entries for a
user community of 75 judges, 400 court staff, and 2000 attorneys
who useit to file their documents. Because of itsinitial success, CM/
ECF service will be expanded throughout the federa courts over the
next few years. Consequently, the federal courts are reexamining
traditional policies, practices, and rules that may need to be adjusted
for the Internet world.

The prototype for CM/ECF was developed by the Administrative
Office (AO) of the U.S. Courts with the participation of nine
volunteer courts. This prototype for bankruptcy and civil cases was
evaluated against various commercial and court-developed
alternatives and was chosen as the basis for a CM/ECF system to
serve all appellate, district, and bankruptcy courts. An AO project
team is managing the ongoing development and implementation of
CM/ECF.

Features of CM/ECF
Next-generation case management, tracking of motions, answers,
deadlines, and hearings.
Up-to-date reports, queries, and docket sheets produced.
Electronic delivery of documents to, from, and within the courts.
Electronic retrieval of case documents and dockets by all users.
Electronic document management, storage, security, and
archiving.
Automatic creation of docket entries from attorney filings.
Electronic notices of filing to other CM/ECF participants.

» Courts may transition to CM/ECF by first using CM functions
alone, then adding the ECF functions.
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Electronic Case Files

CM / ECF cix:

Courts using CM/ECF today

District Courts
Western District of Missouri

ecf.mowd.uscourts.gov

Eastern District of New York

ecf.nyed.uscourts.gov

Northern District of Ohio

ecf.ohnd.uscourts.gov

District of Oregon

ecf.ord.uscourts.gov

Bankruptcy Courts
District of Arizona

ecf.azb.uscourts.gov

Southern District of California

ecf.casb.uscourts.gov

Northern District of Georgia

ecf.ganb.uscourts.gov

Southern District of New York

ecf.nysb.uscourts.gov

Eastern District of Virginia
(Alexandria) ecf.vaeb.uscourts.gov

What CM/ECF users say they like...

Capability to view filings after
normal court business hours

Advantage of instant filing any
time of the day or night

You don't have to leave your
office, spend time making extra
copies, or use messengers

Less paper, smaller files, more
efficiency

Ease and speed of running
reports

Availability of documents from
the Web

Immediate notification and
access to pleadings

You don't have to move the
actual paperwork through the

court process, mail copies to
parties, etc.

It's easy to use



Building on experience

We have learned a great deal from past
experiences with case management
systems for the federal judiciary.

These include ICMS (developed in the
80s), which is now nearing the end of its
useful life. These are some of our conclu-
sions:

Actively-used functions of ICMS repre-

sent the minimum requirements for CM/
ECF.

We must enable the courts to choose
their timeframe for change and to de-
cide how they want to handle filing and
docketing (from simple paper, to elec-
tronic filing by the courts, to electronic
filing by the source and automatic
docketing).

System must adapt to the processes of

the court, not force the court to adopt
new processes.

Electronic filing by the originators and
automatic docket entries can greatly
reduce the workload of docketing clerks
and case administrators.

To be effective, the system must be
used by all users — the legal commu-
nity, the public, and the courts. For
example, if it does not have value to
attorneys, they will not use it and im-
portant court timesavers, such as elec-
tronic filing by attorneys, will not be re-
alized.

There will always be paper, because
there will be some documents that can-
not be imaged, such as oversized
documents.

Our users are accustomed to dealing
with paper. For example, “white” and
“blue” books, along with local rules,
define what the format of paper docu-
ments should be.

Document formats are important to the
courts and attorneys, and they must be
the same in electronic or paper form.
Anyone viewing a document must see
the same content and format as the
originator.

To take advantage of the full range of
electronic filing possibilities, they must
be integrated with existing court proc-
esses, rules, and procedures.

The CM/ECF Project

The goal of the CM/ECF project is to create a system that
allows nearly all documents associated with a court case to be
handled electronically.

CM/ECF supports the unique interests of different commu-
nities (the courts, the attorneys, and the public) while providing
the same range of document processing capabilitiesto all.

We expect that many people will file documents electroni-
cally over a network by using a standard Web browser, even
though CM/ECF does alow people to submit the same docu-
ments on a computer disk or even on paper if they prefer. The
documents submitted electronically must be in Portable Docu-
ment Format (PDF).

The network used to access CM/ECF is the DCN (the Judi-
ciary’s private network), in the case of the courts, or the Inter-
net, in the case of the attorneys and the public.

Interaction with CM/ECF is via a Web browser, HTML
forms that enable document "attachments," and interactive soft-
ware. The Web server application software collects the forms
data, processes it, and forwards data and documents to a private
server for storage.

As byproducts of the filing, case management information
is created and notices of filing are transmitted to case partici-
pants. Immediately upon filing, the case docket sheet and asso-
ciated documents become available on-line to both the case par-
ticipants and the public.

For example, an attorney prepares a motion on her PC with
her word processor of choice. She saves the document and
"prints’ it using Adobe's PDFWriter. Using her Web browser,
she then connects to the home page of the federal court associ-
ated with the filing and "files' the motion. The attached PDF
document is automatically forwarded to the court’'s CM/ECF
Web site. Once the data is validated, it is stored in the court’s
CM/ECF database.

CM/ECF was first introduced as a prototype in the fall of
1996 and has been used by other federal district and bankruptcy
courts since late 1997 and early 1998. CM/ECF activity has
steadily increased with more than 1,000 new cases and 15,000
additional entries each month.

The nine prototype demonstration courts have helped us
prioritize and refine the capabilities of the system. By combin-
ing our systems expertise with the courts' business expertise,
we have developed a system that exactly matches the needs of
the federal courts.



CM/ECF...designed

for the federal courts

CM/ECF is being developed by the AO in cooperation
with federal district, bankruptcy, and appellate courts. The
team has a number of members who have been involved in
the development of virtually every national case management
system for the federal judiciary since 1976. Overall, the team
has extensive experience with computer systems for the fed-
era judiciary. That experience extends to working with the
bar and other court customers to ensure that they also benefit
from the system.

The designers understand that, while staffing and money
is tight in the federal courts, the caseloads continue to in-
crease and the case document management challenges are
enormous. They know that any new system cannot add to the
workload. For these reasons, they designed the CM/ECF ar-
chitecture in such away that it alowsfor:

» Use of the networks, machines, and word processing fa-
cilities in use today by the federal courts and legal com-
munity.

» Gradual implementation of electronic filing at each
court’s chosen pace.

» Tailoring of the system to local court preferences and
practices.

The system design is based on the following key
“enablers’ — the standards, hardware components, and soft-
ware components that minimize the cost to create, modify,
support, and deploy the CM/ECF system:

» DCN (“inside”) access to enable the courts to use the
communications network already in place.

» Internet (“outside’) access to enable easy and inexpen-
sive electronic communication from the attorneys (unlike
other case management systems, CM/ECF enables infor-
mation submission over the Internet).

» Web browser is free and available to everyone, to replace
the previous requirement for PC-based software.

» PDFWriter, which enables any word processor on any
platform to be used.

» Any existing PC or Macintosh with a network connec-
tion; federal courts already have DCN access and most
attorneys have Internet access.

The Benefits of CM/ECF

For the courts...

¢ Immediate docket entries

* |mmediate local or remote access from any
location

* No waiting for file room retrieval

* No lost folders or documents

For the attorneys...

* No couriers, no post offices

* Immediate Internet access from any
location

e [Easy notice to other counsel

* Immediate and up-to-the-minute reports
and data
e 24-hour/7-day access and filing

What does CM/ECF cost?
For users...

The CM/ECF design provides for low-cost
user access to the system. Any modern PC
with Internet or DCN access and Web
browser software can access CM/ECF.
Retrieving electronically filed documents
requires the Adobe Acrobat PDF Reader
software (or equivalent), which is available at
no cost from Adobe over the Internet.

Adobe Acrobat PDFWriter and/or Acrobat
Exchange is required for filing. Any attorney
with a Bar ID can obtain these for $129 (list
price is $295); for federal court employees,
the cost is about $50.

For the court...

CM/ECF requires two servers: an Internet-
accessible (outside) Web server to handle
attorney and public access, and a DCN-
accessible (inside) Web server to handle
court access.

The outside Web server can be a medium-
sized system, e.g., Pentium processor; the
inside database server a slightly larger
Pentium processor, with some upgrades and
much expanded disk space for document
storage.



Early Development of CM/ECF

The AO’s Technology Enhancement
Office experimented with Electronic Case
Files as early as 1988. Various commer-
cial vendors have also explored elec-
tronic filing services for attorneys with
mixed results. Some commercial ECF
vendors have been used in federal
courts.

An ECF demonstration project started in
the spring of 1995 in response to severe
problems that the Northern District Court
of Ohio was having with a large number
of maritime asbestos cases. The AO im-
plemented an operational ECF service in
three months. This project served as the
forerunner to a fully functional CM/ECF
prototype.

In summer of 1996, the Southern District
of New York Bankruptcy Court began
working with the AO to implement an
electronic filing service for large Chapter
11 cases. This service became opera-
tional in late 1996 and demonstrated that
the prototype ECF could support large
workloads and be tailored to the local
needs of the courts. In the spring of
1997, seven additional courts began par-
ticipation in an expanded CM/ECF proto-
type project.

The National CM/ECEF Initiative

The Committee on Automation and Tech-
nology of the U.S. Judicial Conference
strongly supported the organization of the
“ECF Initiative.” Its goal is to expedite the
development of electronic case file sys-
tems and new case management sys-
tems and deploy these systems through-
out the federal judiciary. After extensive
development of functional requirements
by a large group of court and AO person-
nel, a comprehensive cost and benefit
analysis was completed. This analysis
included detailed technical, risk, and cost
comparisons among several commercial
and judiciary-developed CM/ECF candi-
date systems. The AO’s CM/ECF service
was selected as highest rated in all major
evaluation categories. This system will
replace the current case management
systems with a next-generation case
management and electronic case files
application.

The CM/ECF Technical Solution

The success of CM/ECF is largely due to the chosen
technical solution, which is characterized by the following
practices.

Use of commerical products and standard languages

«  Commercialy available products (Informix and StrongHol d)
are used to manage the database and the Web servers,
respectively.

» Standard programming languages (Perl, HTML, and
JavaScript) are used for the application system.

Ease of maintenance through high-level tools

The CM/ECF design team created some programming tools
that combine the developers' programs together in such a way
that many standard programming tasks are eliminated. These
include complicated processes associated with the latest
technology, such as maintaining accurate page context
information as the Internet user navigates between pages,
collecting data from those pages and saving it for special
database interface procedures, checking the user's access rights
to those pages, and issuing special database commands when
appropriate. Because of these support tools, changes can be
made faster and a programmer’ s learning process is simplified.

The provision for user customization

Three basic activities occur when a person selects a docket
category from a CM/ECF menu:

» User identifies the specific event type to be docketed, such
as “answer to cross-claim.”

«  CM/ECF prompts for preliminary information, such as the
case number and parties.

»  CM/ECF runsthe processes for that event type.

For each event type, the court's CM/ECF administrator can
specify (using a simple Excel spreadsheet) which processes to
run, the sequence in which to run them, and certain behaviors of
the processes, such as how the user will be prompted and what
data will be collected. The administrator can also set up overall
CM/ECF parameters that are unique to the particular court site,
such as court name and date formats.

CM/ECF provides special tables that enable these tailoring
activities.



Graphical User Interface

Once a person logs into CM/ECF, he is immediately
presented with a series of very simple, interactive pages that
provide choices and input fields and that hyperlink to other
pages, based on the person’ s selection.

We learned a very important lesson from prior systems:
keep it simple. We are in the process of refining the interface
to ensure thisistrue in every aspect of a person’s interaction
with the system.

Isolation of the public and private systems

The Outside Environment

CM/ECF is publicly accessible from the Internet. Any
authorized user, such as an attorney, can access the system by
using a standard Web browser, such as Netscape. His or her
CM/ECF requests and data are submitted through the Com-
mon Gateway Interface (CGI) recognized by Internet brows-
ers.

An "outside" server, protected by a specia "firewall"
designed for the Internet, processes al public requests. The
firewall software protects against intruders and unauthorized
activities.

The Inside Environment

CM/ECEF is privately accessible by the federa courts
from their Data Communications Network (DCN). They sub-
mit simple requests and data over this network.

An “inside” server, protected by specia firewall soft-
ware designed for the inside environment, processes all court
user requests.

Both servers have identical software to enable this sepa-
ration of public and private activity and to handle access to
the Internet.

Use of Portable Document Format

All documents uploaded to CM/ECF must be in Portable
Document Format (PDF). This format enables regular docu-
ments to be viewed electronically and shared with others on
the Internet without loss of any document formatting charac-
teristics. PDF is also a secure format that doesn’t alow hid-
den text or links, as do many word processors. Saving a
document in PDF requires only a few clicks of your mouse.

Portable Document Format

We know that document formats are impor-
tant to attorneys and judges. They expect
their electronic documents to look exactly
the same as the pages they designed them-
selves. We couldn’t deliver this capability
electronically with the old unformatted ASCII
text files. Today we can deliver a PDF
document, which is an exact replica of the
original source document — but one that
cannot be changed.

We also know that paper is with us for the
foreseeable future. Electronic documents
will generally need to be printed, and the
printed and displayed formats must be the
same.

PDF enables a “fixed format for all” and pre-
serves formatting in electronic and paper
form.

PDF is a proprietary, open standard from
Adobe, Inc. Anyone may write software that
creates or reads PDF documents without
any restrictive licensing or fees, i.e., there is
no legal or economic barrier to using PDF as
the format for electronic documents.

Free PDF readers are available on Web
sites for most major computers and operat-
ing systems. The PDF readers can be used
stand-alone, or in conjunction with a Web
browser, to read PDF documents.

Security, Integrity, Reliability

CM/ECF is positioned between the private
federal court networks and the public Inter-
net, making security a key issue. In addition
to preventing unauthorized access to the
private court networks, we must guarantee
that no one can destroy, modify, or forge
electronic data filed at the court. Also, we
must ensure 24-hour CM/ECF availability.

CM/ECF security features

*  Court and public servers are separated
by a firewall (with the court’s database
on an isolated inside server)

U CM/ECF security design and imple-
mentation was verified by independent
security experts

* Data is written to the database, a tape
transaction log, and a replicated off-site
database

U Documents are electronically signed by
the court

* Notice of electronic filing is provided
with electronic court signature of docu-
ments

*  All hardware systems are highly reli-
able

. We use disk failure-tolerant RAID data
storage



Filing with CM/ECF

You can see from the following example that CM/ECEF is very easy to use. These windows show
the steps you would take to file a motion using CM/ECF. Although each coutt can tailor specific aspects
of docketing processes, such as the selections and text displayed, the basic process is the same for all

court types.

1. Prepare the document
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6. Select the party
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The following can be found at the Judiciary’s Internet site (www.uscourts.gov):

"Electronic Case Files in the Federal Courts: A Preliminary Examination of Goals, Issues and the Road
Ahead,” March 1997.

“Local Rules and Procedures Governing Prototype Electronic Case File (ECF) Systems in the Federal District
and Bankruptcy Courts,” December 1998.

"Electronic Case Files: Interim Technical Standards and Guidelines." February 1998.
Inquires can be directed to:

Electronic Case Files Initiative, Gary Bockweg, Project Manager
(202-273-2736; bockweg@teo.uscourts.gov)

Electronic Case Files Prototype, Michael Greenwood, Project Manager
(202-273-2748; greenwoo@teo.uscourts.gov)

February 2000



